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Abstract

The 21 century has faced a new reality - modern warfare does not
occupy only the realms of classical weaponry and armaments. Securing
the country's welfare does not depend solely on traditional diplomacy
and robust economic policies. The word ‘cyber’ opened the door to a
new realm of challenges for states in redefining security, diplomacy, and
governance in the increasingly interconnected world. The governments
have become targets of multiple cyberattacks that have seriously dis-
rupted the normal functioning of institutions and had a great impact
on the everyday life of their citizens. It is cyberspace that has become
the most critical domain for economic, political, and military activi-
ties, thus elevating cybersecurity as an increasingly vital national and
international priority.

Cyber diplomacy focuses on the use of diplomatic strategies and ne-
gotiations to address and manage issues arising in cyberspace, from
protecting critical infrastructure and building resilience to cyber-attacks
to establishing international norms in the cyberspace. Despite progress,
there is an absence of universally accepted framework for cyberspace
governance.

Cyber diplomacy plays vital role in the international relations for secur-
ing a peaceful digital future, as states and international organizations
work to create cyber policies that promote stability and resilience in
cyberspace. As the digital age evolves, cyber diplomacy is becoming
international practice in global security positioning itself as an integral
part of the foreign policy. It’s the place where technology and interna-
tional relations intersect.
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Introduction

The 21st century is marked by rapid technological advancements, especially in Al,
internet communication, and digital networks. Every day, new technological inno-
vations emerge, reshaping industries, economies, and societies. This accelerated
progress increases the level of global interconnectivity, transforming and changing

the way individuals, organizations, and nations interact.

However, this rapid evolution also brings about new challenges, particularly in the
sphere of security and global stability. As technological solutions advance, so do
the threats associated with them. One of the biggest challenges arises in the sphere
of digital realm including cyber security risks, misinformation, data privacy con-
cerns and the ethical implications of Al The dynamic nature of technological pro-
gress demands continuous adaptation and vigilance to mitigate emerging risks and
ensure that these innovations contribute positively to global development.

One of the main questions is how to safeguard the digital landscape in the global
international world? How to secure nations’ digital stability and infrastructure and

how to encourage responsible behavior among nations throughout the world?

Nowadays, threats are becoming invisible. While traditional warfare and terrorist
attacks involve visible, tangible threats, the cyber realm has redefined what may
become a threat to national stability and security. It is no longer the tanks, drones,
or weapons and ammunition of a foreign intruder. It is not the long-range rockets
or any other high-tech weaponry of the 21st century. Instead, what could bring a
country to its knees is a single click—one that may in second’s compromise its dig-

ital systems, cripple its infrastructure, and undermine its national security.

From this point, governments and countries are faced with the new reality. Secur-
ing the country's welfare does not demand solely robust national intelligence, solid
economic policies, and educational and health reforms. It also requires engaging
efforts to secure the nation's cyberspace. It demands new perspectives and initia-
tives in the challenging realm of cyber diplomacy. The governments have become
targets of multiple cyberattacks that have seriously disrupted the normal function-
ing of the state system and had a great impact on the citizens" privacy, everyday
life, and safety. While cyber issues were previously treated by states mainly as tech-
nical issues and with no real interest, nowadays they have moved to the forefront
of their foreign policy agenda. Cyberspace has become the most critical domain for
economic, political, and military activities, while cybersecurity has grown into one

of the most important priorities among the nations of the modern world.
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This article deals with the role of cyber diplomacy in the international society and
its impact on the realm of a nation's security in the digital age. A clear understand-
ing and precise definition of emerging terms such as cybercrime, cyber-attacks,
cyber espionage, the Internet of Things, data privacy, and cyber risks are crucial
for implementing effective cyber policies and raising awareness about the signif-
icance of cyber threats. Nations must invest significant efforts in developing and
supporting cyber diplomacy and encourage capacity-building measures in improv-
ing nations" cybersecurity skills and strengths through sharing expertise, training,
and technology transfer.

What is Cyber Diplomacy?

Cyberspace has become a major focus of international relations, and most coun-
tries have inserted cyber issues into their foreign policies by adopting cyber strate-
gies, harmonizing cyber laws, and redefining the security landscape and protocols.
Cyberspace is increasingly becoming serious political space shaped by various in-
terests, policies and strategies. Nowadays, cyberspace is not the domain reserved
only for the IT specialists but it has become the central piece of nation's security

strategy.

In this political landscape, cyber diplomacy has become international issue, one
that merges the countries’ interests and strategies in the sphere of cyber security.
Cyber diplomacy may be seen as the new diplomatic field that becomes increasingly
demanding at international level due to the fact that it incorporates issues of high

importance for each nation.

Understanding the rise of cyber diplomacy is essential for recognizing the efforts,
opportunities, and challenges involved in regulating cyberspace. Effective regula-
tion can establish guiding principles, norms, and frameworks for addressing cy-
ber-related issues. Moreover, cyber diplomacy plays a crucial role in shaping re-

sponsible state behavior in the digital realm.

In an attempt to give a clear definition of what the term cyber diplomacy means,
there are many interpretations and efforts to clarify its function and importance.
However, we may define cybersecurity as an application of diplomatic techniques
and negotiations in international relations that deal with and regulate cyber-
space-related issues (Radanliev, 2024). According to other studies analyzed, cyber
diplomacy is defined as a term that incorporates the use of diplomatic tools and

mindsets to resolve issues arising from the international cyberspace whereas the
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use of cyber tools to promote broader diplomatic agendas as well as the use of dip-
lomatic techniques and mental modes to analyze and manage cyber problems are
separate but interdependent activities (Attatfa et al., 2020).

Regardless of the specific definition used, they all share a common concept: cy-
ber diplomacy serves as a vital tool for enhancing cybersecurity, safeguarding na-
tional interests, and fostering mutual trust among nations in the digital realm. Its
main role is to harmonize the efforts of governments and nations in regulating the
norms and guidelines of international cyberspace. Cyber diplomacy aims to assist
in dealing with the difficulties and obstacles in the cyber sphere with the clear role
to promote responsible behavior, preserve stability in cyberspace, and, most im-

portantly of all, to assist the process of developing national cybersecurity policies.

Cyber diplomacy becomes as indispensable part of the international coopera-
tion. Countries collaborate on developing cyber standards, guidelines and norms
in direction of building resilient cyber space and safe digital environment. Exter-
nal attacks and threats combine social engineering tactics with advanced cyber
techniques, posing serious political and security risks to a nation’s cybersecurity

landscape.

Therefore, it is of crucial importance for cyber diplomacy to act proactively in in-
ternational cyber governance, to coordinate efforts in the creation of cyber laws,
agreements, and norms in order to reduce the risks from cyberattacks and cyber
terrorism. To do so, cyber diplomacy has to assist the process of confidence-build-
ing measures among nations in order to facilitate the process of mutual trust and
willingness to support a harmonised and mutually accepted legal framework that

will guide the responsible behaviour in cyberspace.

One of the main goals of cyber diplomacy is the identification of cyberattacks. It
becomes more and more difficult to identify the attacker due to the advanced hack-
ing technologies and the fact that the cyber-attack might originate from any point
on the globe, which makes the process of identifying the perpetrators very diffi-
cult and time-consuming. To that end, cyber diplomacy must engage in developing
effective mechanisms to combat cyber threats by fostering cooperation not only
among states but also involving private corporations. Given the private sector's
crucial role in the cyber realm, its involvement is essential in strengthening the

global cybersecurity efforts.

It is very important to mention the interconnection between diplomacy and cy-
ber diplomacy and their complementary role. While diplomacy is defined as the
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process of conducting negotiations between representatives of states (Attatfa et
al., 2020), addressing many global issues, cyber diplomacy focuses on the use of
diplomatic strategies and negotiations in international relations to address and
manage issues arising in cyberspace. Cyber diplomacy can be defined as diploma-
cy in the cyber domain, or, in other words, the use of diplomatic resources and
the performance of diplomatic functions to secure national interests with regard
to cyberspace (Barrinha & Renard, 2020). While in traditional diplomacy, security
risks might involve terrorism, separatist movements, economic destabilization, or
pandemic, the cyber diplomacy deals only with vulnerability to cyber threats and
cybersecurity.

Terms Connected to Cyber Diplomacy

To better understand the concept of cyber diplomacy, it is useful to define related
terms that are commonly associated with it. One of the most frequently used terms
in this context is digital diplomacy. Digital diplomacy, also referred to as e-diplo-
macy, involves the use of modern technologies and social media by diplomats to
support and enhance their traditional activities (Manor, 2016). This includes a
wide range of diplomatic functions, such as public diplomacy, international nego-
tiations, crisis communication, and consular services. By leveraging digital tools,
diplomats can engage more effectively with global audiences, facilitate internation-
al cooperation, and respond swiftly to emerging challenges in the digital age (Bar-
rinha & Renard, 2020). In short, digital diplomacy uses technology for diplomatic
goals.

Cyber norms, on the other hand, may be defined as established principles and
rules/ guidelines that regulate government action in cyberspace. Many profession-
al norms in cyberspace might have begun as best practice, and most of them have
been written into laws, but not all of them have become legalized (Finnemore,
2017). Cyber norms actually lay the groundwork for collective expectations for
state behaviour in cyberspace. They are the solid foundation on which regional and
bilateral agreements around state behaviour in cyberspace are built and create a

mutually reinforcing set of agreements and expectations.

Cyber terrorism poses a serious threat to disrupt and incapacitate critical na-
tional infrastructure through the use of the internet. It is also used as a tool for in-
timidation of people through dark web or deep net activities. Mainly, it refers to a

cyber-attack perpetrated by terrorist groups or individuals with the goal to disrupt,
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damage, or threaten critical infrastructure, governments, or societies by intimi-
dation and psychological pressure. These attacks can include hacking, spreading
propaganda, disrupting communication networks, or launching cyberattacks on
financial, military, or energy systems. Cyber terrorism poses a significant threat
as it can cause widespread fear, economic losses, and even physical harm. Given
the growing reliance on digital technology, combating cyberterrorism requires en-
hanced international cooperation among nation-states, intelligence sharing, and

the development of robust cybersecurity measures.

Information warfare is a concept where technology is used to influence opinions
and perceptions in public. It involves tactics such as cyber-attacks, propaganda,
misinformation, disinformation, and psychological operations to influence pub-
lic opinion, disrupt decision-making, or weaken infrastructure. Governments,
military forces, and non-state actors use information warfare to shape opinions,
spread false information, and undermine trust in institutions. In the digital age,
social media, cyber espionage, and hacking play a crucial role in modern informa-

tion warfare, making it a critical aspect of national security and global conflicts.

Cyber espionage covers issues of legal principles governing state behavior in cy-
berspace. It’s a type of cyber-attack that hackers use to attack business or gov-
ernment entity. These are usually very expensive and complicated cyber-attacks
that use malicious softwares. Cyber espionage is used for gaining strategic advan-
tages over rival entities in the field of politics, economy, business and technologi-
cal sectors. Cyber espionage is usually initiated by government-based intelligence

organization.

Cyber warfare is a concept that is closely related to cyber espionage, but it is not
the same. For example, cyber espionage could be used to build the nation state
capabilities in the sphere of intelligence as preparation for cyber war. On the other
hand, cyber warfare is an attack on government and civilian infrastructure with the
goal of disrupting the critical systems and paralyzing the functionality of the state
system. Usually, the perpetrator is a nation state, but in some cases, the attacks
could be carried out by terrorist organizations or non-state actors. In international
cyber legislation, there is still no clear definition of whether a cyber-attack may
constitute an act of war. Activities such as espionage, sabotage, electricity disrup-
tion, denial of service (DoS), propaganda, or economic disruption are considered

cyber warfare.
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Cyber Diplomacy in Action, Challenges and Barriers

The growing significance of digital transformation and technologies in geopolitics
has elevated cybersecurity to a top priority for governments. States are increasingly
focused on strengthening the diplomatic dimension of cybersecurity and are com-

mitted to developing robust national and international cyber diplomacy strategies.

Despite the increasing need for cyber diplomacy and cyber diplomats, there re-
mains little substantive comparative research on how states have adapted their
governance structures to meet this challenge. According to Barrinha and Renard,
“Dozens of ministries have been creating offices exclusively dedicated to cyber-
space and appointing ‘cyber diplomats’. This move has concentrated more inter-
national cyber policy activities in foreign affairs ministries, elevating the issue in
government hierarchies and increasing the level of international activity of each

state in cyberspace” (Barrinha & Renard, 2020).

The first state to establish such structures was the United States during the term of
President Barack Obama through the Office of the Coordinator of Cyber Issues in
2011. The US also pushed other, mainly Western, like-minded states and ROs to act
in the cyber domain, including Germany, the EU, Japan, and Australia (Barrinha &
Renard, 2020). The Cybersecurity and Infrastructure Security Agency (CISA) was
established in 2018. It is a federal agency that functions as a component of the US
Department of Homeland Security, dealing with issues of cybersecurity and infra-
structure protection across all levels of government. The Agency is coordinating
cooperation among US states on cyber programs, cybersecurity, and protection and
prevention from cyberattacks. In 2021, during the Biden administration, Congress
established the Office of the National Cyber Director (ONCD). This Office advises
the President on cybersecurity policy and strategy and is a part of the Executive
Office of the President at the White House. The US Cyber Diplomacy Act of 2021
also addresses key aspects of international cyberspace deliberation, and the Bureau
of Cyberspace and Digital Policy was created in 2022, along with the appointment
of a US Ambassador at Large for Cyberspace and Digital Policy, Nathaniel C. Fick
(Bureau of Cyberspace and Digital Policy).

In Europe, awareness of cybersecurity has grown significantly, with all 27 EU mem-
ber states now having developed their own cyber strategies and ten of them (Den-
mark, Sweden, Finland, Estonia, Netherlands, Germany, Poland, Czech Republic,

France and Spain) have appointed cyber ambassadors, envoys and representatives

(Latici, 2020).
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In addition, The European Union Agency for Network and Information Security
(ENISA) is critical component of the EU cybersecurity infrastructure and it serves
as network and information security agency with the main goal to assist the EU
member countries and EU institutions in harmonization of cyber legislation, creat-
ing shared standards and norms important for cybersecurity activities. One of the
main goals of the Agency is to protect the EU’s digital and critical infrastructure by
building cybersecurity resilience and promoting collaboration among the member
countries. Furthermore, the EU has established the Cyber Diplomacy Toolbox as
part of its Common Foreign and Security Policy (CESP) to provide a coordinated
diplomatic response to malicious cyber activities. This framework includes a range
of measures, from political dialogues and diplomatic engagement to sanctions,

aimed at strengthening cybersecurity and deterring cyber threats.

However, besides all of these efforts in the cyber field, cyber diplomacy is con-
fronted with numerous roadblocks and challenges on the path to secure and safe
cyberspace. One of those challenges is the difficulty of tracking cyberattacks. Hav-
ing into consideration the international character of cyber threats, the attack may
originate from any geographical point in the world. This makes the prosecution of

the perpetrators a very difficult task.

Another significant challenge to cyber diplomacy is the absence of unified inter-
national legislation. Defining the term cyber-attack has many different interpre-
tations in many national strategies and legislations. This is a serious burden to the
process of coordination and cooperation among countries. The international legal
framework for cybersecurity is not unified and is continually changing. In addition
to this, many countries have different national interests and priorities, and balanc-
ing the national security priorities and international cooperation might become a
troublesome process. Given that cyberattacks may be state-sponsored, they have

the potential to escalate conflicts and increase mistrust among nations.

While the US, EU countries, Japan, Australia, Canada, and the United Kingdom
have invested substantial resources in building cybersecurity resilience, many de-
veloping countries face challenges due to a lack of resources, guidance, and infra-
structure to address cybersecurity effectively. Bridging this gap and providing sup-
port to developing countries through assistance from more developed nations is

essential for effectively addressing international cyber threats.

Besides many multinational initiatives and cyber agencies, there are many obsta-
cles on the road to successful cyber diplomacy. Cyber risks and threats are becoming

Lo
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increasingly dynamic, making the prevention of cyberattacks an ongoing challenge
for cyber diplomats. Building on existing institutions and creating a more complex
global cooperation framework in the domain of cyberspace is essential in building

coherent and strong cyber diplomacy.

Regular cooperation on cyber issues among countries is an important factor in de-
veloping partnerships in cyberspace. Building trust among governments is critical
for lowering the risks of future cyber threats and attacks. In case of cyber emer-
gencies, countries should establish direct contact channels and an information
exchange system that would improve the capacities for adequate cyber response.
Joint cyber exercises, capacity-building measures, and technical cooperation on
issues of cybersecurity are essential elements in developing a crisis management
system among governments. This will enable authorities to manage cyber crises

more effectively, minimizing potential damage and preventing escalation.

Another significant challenge to cyber diplomacy is the rise of artificial intelligence
and the emergence of new technologies such as blockchain and the Internet of
Things (IoT).

The integration of Al into cybersecurity has profound implications for cyber diplo-
macy. Governments must address critical issues such as Al ethics in cybersecurity
and the development of guidelines and procedures for its responsible use in cyber
operations. However, despite the risks, Al, when properly used, can greatly benefit
cyber diplomacy. It can analyze vast amounts of data, enhance threat detection,

and improve the identification and prevention of cyberattacks.

[oT security is becoming an increasingly complex challenge as IoT devices and net-
works operate globally, transcending national borders. The expanding connectivity
of devices increases the attack surface, making systems more vulnerable to cyber
threats. Therefore, cyber diplomacy must prioritize international cooperation to

develop unified cybersecurity standards and safeguard IoT systems (Lu, 2023).

On the other hand, blockchain technology operates as a decentralized system, en-
suring secure and transparent transactions without the need for a central author-
ity. Beyond its association with cryptocurrencies, blockchain has the potential to
benefit various sectors, including optimizing international trade and assisting gov-
ernments in areas such as secure data management, digital identity verification,

and transparent supply chain tracking (Tripathi et al., 2023).
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Conclusion

The global digital transformation is continuing to reshape the lives of people, busi-
nesses, and institutions. The rise of Artificial Intelligence has a very strong impact
on many economic, political, and security issues. Digitalization creates a more con-
nected and globalized world, creating more opportunities for open markets, inno-

vation, and prosperity. It actually increases the quality of life for everyone.

As the world becomes more dependent on cyberspace, the number of malicious
cyber activities has grown. Cyber-attacks have become more and more severe over
time, more complex and sophisticated. There is an increase in cyber incidents and
attacks on critical infrastructure, democratic institutions, media, and businesses.
Cyber-attacks do happen, and they pose a significant threat to political stability,
economic development, and democratic processes. The war in Ukraine and the us-
age of high-technology cyber weapons have just accelerated the need for a more

complex and careful approach in cybersecurity.

Therefore, states and governments are focusing their efforts on creating a safe and
secure cyberspace to protect national interests and priorities. Nations are commit-
ted to working more closely to develop unified principles and standards, ensuring
responsible state behavior. This is where cyber diplomacy becomes crucial, as it
plays a key role in addressing the complexities of the digital environment and en-

suring international collaboration in cyberspace.

Cyber diplomacy complements traditional diplomacy and is key to uniting nations
in strengthening cyber resilience. All states and non-state organizations play crit-
ical role in advancing cyber diplomacy and strengthening its role in the process of
development unified cyber legislation. Countries should strengthen cooperation
in threat intelligence sharing, cybersecurity awareness, and joint cyber prevention
measures. Cyber laws and international conventions establish norms and proce-
dures that help safeguard data privacy, protect digital rights, and uphold cyberse-

curity standards.

Governments, international organizations, and NGO's should amplify their ef-
forts to support effective national policies and raise civil society awareness con-
cerning the importance of cyber threats. Cyber capacity building and cybersecurity
training are essential for strengthening the capabilities of both governments and
the private sector.
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Cyber diplomacy plays a crucial role in defining the government’s incident response
strategy and cyber crisis management systems. It is an essential prerequisite in
building rapid detection, solid defense, protection, and prevention from future cy-
berattacks and incidents. The security of cyberspace presents a top national stra-
tegic priority. Only by creating secure cyber systems, the use of the internet and

opportunities of the new modern technologies can be maximized and beneficial

for all.

Cyber diplomacy remains a developing and evolving field, but given the increas-
ing significance of cybersecurity as a rapidly growing domain, it is becoming a key
priority in foreign policy. Strengthening cyber diplomacy is essential for fostering
international peace, enhancing mutual trust, and promoting cooperation among
nations in cyberspace.
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